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the duration of a transaction (called the ticket transaction time) must not 
exceed 1 50 ms. Above 200 ms, the traveler is subject to a noticeable 
stoppage time. 



5 If the traveler does not leave his card for long enough in the 

communication area, the current transaction is interrupted. If the transaction 
is interrupted in the middle of a write, the stored data is not complete. It is 
therefore desirable for the write to be performed such that a card is restored 
to its initial state even when a transaction is interrupted. In other words, the 
10 card should contain the initial data if a transaction is interrupted. 

Chip cards may or may not be equipped with a microprocessor. 
Micro-wired chip cards have no microprocessor. The memory space of these 
cards is divided into blocks. The reader accesses these blocks, in read and 

15 write modes, according to its requirements. However, the data on such cards 
is unstructured: the concept of logical file does not exist. Conversely, those 
cards equipped with a microprocessor present the stored data in a structured 
way, in the form of files. Typical of these are the microprocessor cards 
conforming to the standard ISO 7816-4 or the standard EN 726-3. However, 

20 these cards are more expensive than the micro-wired cards. 



SUMMARY OF THE INVENTION 

One object of the invention is to provide a method of reading and a 
method of writing data of a file in a memory medium (such as a micro-wired 
25 contactless chip card), the method being fast, simple to implement and 
enabling the memory medium to be restored to its initial state when a 
transaction (write) is interrupted. 

Implementing the invention requires previously allocating a group 
30 (DHS) of memory spaces (A0...A6) in the card. A number of memory spaces 
greater than the number of records (E1...E6) of the file (FHS) concerned is 
allocated. The excess number of memory spaces allocated is used for 
update operations according to the invention. 
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In an update operation, only the new data (d7) is written to the 
card, with no loss of the old data (d1). To this end, the new data (d7) is 
written in memory spaces (A2) not occupied by old data (d1) from the file. 
These memory spaces are chosen from the previously allocated memory 
5 spaces. Once the new data is written, a new file descriptor (IHS2) is written 
enabling the new file records to be retrieved from the allocated memory 
spaces. 

The invention applies advantageously to the writing of cyclic files. 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other characteristics and advantages of the invention will become 
apparent from the description that follows, given in light of the appended 
drawings: 

15 - Figures 1 and 2 represent an example of data layout in the memory of a 
contactless card, Figure 2 representing a detail of Figure 1; 

- Figures 3, 5 and 7 represent a file, an example of layout of the file data in 
the memory, and a descriptor of this file; 

- Figures 4, 6 and 8 represent the same elements as Figures 3, 5 and 7 
20 after a file update operation; 

- Figures 9 to 14 represent an example of a cyclic file update; 

- Figures 15a to 15c represent an example of swap table for applying an 
advantageous encoding of the file descriptors. 

25 MORE DETAILED DESCRIPTION 

There now follows a description of an example of an embodiment 
of the invention in a micro-wired chip card. This card is a contactless card 
used as a travel pass (also known as "contactless ticketing card"). 

30 Reference is now made to Figure 1 , which represents an example 

of data layout in the memory of a micro-wired chip card. The data of a card is 
grouped in blocks, the blocks being grouped in sectors SO, S1, S15. A 
block is the smallest addressable unit. 
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Example 1 : Memory of a micro-wired chip card 

This example describes the "MIFARE® STANDARD" memory 
card from PHILIPS. The card has 64 blocks. A block has 128 data bits, that is 
5 16 bytes. The blocks are divided into groups of four, each group of blocks 
forming a sector. The blocks of a sector are referenced BO, B1, B2, B3 in 
Figure 1. The card consequently has 16 sectors. The sectors are referenced 
SO toS15. 

10 End of example 1. 

The data written to the card is protected. The only way of 
accessing the data is with an access key. An access key is a cryptographic 
secret required to be able to access the memory space protected by this 
15 secret. 

Each access key has associated information concerning the rights 
of access to the data protected by the key. Thus, each access key limits 
more or less the rights of access to the data. 

20 

The various access rights can be: 

- N: no access in read or write mode; 

- R: access allowed in read mode only; 

- D: access allowed in read mode and write mode access limited to 
25 operations reducing the value of the stored data; 

- W: access allowed in read and write modes. 

Data protected by one and the same key can have different 
access rights. Thus, a person can use a key to access certain data with 
30 extended rights (W for example) and other data with limited rights (R for 
example). 

The same data can be protected by different access keys, 
enabling different access rights to be defined for this same data. Thus, a 
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number of people holding different access keys can access the same data 
with more or less extensive access rights. 

The access keys can be written in the card. These keys cannot be 
5 read. They can be modified, subject to knowing the keys already written. 

Example 2: Data protection in the card of example 1 

The fourth block B3 of each sector contains an access key A, an 
10 optional access key B, and the access rights to the four blocks BO to B3 of 
this sector. Each access key is a number on 48 bits, that is, 6 bytes. The 
access rights can be encoded with the bits of the block B3 not used to 
encode the keys. 

15 The access rights to the data of a data block (blocks BO to B2) can 

be encoded with three bits. The table below, with five columns, gives an 
example of access rights encoding. The first three columns contain the 
coding bits for the access rights to a block. The fourth column contains the 
access rights associated with the key A. The fifth column contains the access 

20 rights associated with the key B. 
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The access rights to the data of block B3 are special. In practice, 
modifying the data of this block is used to modify the value of a key. and/or 
25 the coding data for the sector access rights. The access rights to the data of 
the block B3 can be: 



- R1: access allowed in read mode only to the coding data for the access 
rights; 

- R2: access allowed in read mode only to the coding data for the access 
rights and to the key B; 

5 - W1: access allowed in read mode and write mode to the coding data for 
the access rights; 

- W2R1: access allowed in write mode but not in read mode to the keys A 
and B, access allowed in read mode only to the coding data for the 
access rights; 

10 - W2R2: access allowed in write mode but not in read mode to the key A, 
access allowed in read mode and in write mode to the key B, access 
allowed in read mode only to the coding data for the access rights; 

- W2W1: access allowed in write mode but not in read mode to the keys A 
and B, access allowed in read mode and in write mode to the coding data 

15 for the access rights; 

- W3: access allowed in write mode but not in read mode to the key A, 
access allowed in read mode and in write mode to the key B and to the 
coding data for the access rights. 

20 The access rights to the data of the block B3 can be encoded with 

three bits. The table below, with five columns, gives an example of the 
encoding of these access rights. The first three columns contain the coding 
bits for the access rights of this block. The fourth column contains the access 
rights associated with the key A. The fifth column contains the access rights 

25 associated with the key B. 
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End of example 2. 



The travel passes are processed by different machines. A first 
5 group of machines is used to carry out the sale or top-up operations. The 
machines of this first group are called vending machines. They include pass 
customization machines, vending machines, booking office vending 
machines. In a sales operation, the vending machine writes the data 
concerning the contract (characteristics of the route, subscription period, 
10 etc.). In a top-up operation, the vending machine increases a credit, if the 
card can be used to store a credit (electronic purse card), the value of the 
card being increased by the top-up credit. 

A second group of machines is used to check the card and/or 
15 reduce its value in exchange for a transport service. The machines of this 
first group are called validation machines. They include ticketing devices 
without obstacles, gates, hand-held checking devices, information machines, 
bus consoles. The validation machines do not alter the contract data, but 
they need to be able to access it in read mode. The validation machines can 
20 in addition modify the value of the card, this value being represented by data 
called validation data. 

The vending machines and the validation machines therefore 
access the card data with different access rights. These two machine types 
25 use different keys. 

The vending machines can use a first key KV. The validation 
machines can use a second key KT, the access rights associated with the 
key KT being limited compared to those associated with the key KV. 

30 Example 3: Application to public transport systems 

The key KV can be used to access the contract data and the 
validation data in read and in write modes (W). The second key KT can also 
be used to access the validation data in read and in write modes (W). 
35 However, it can be used to access the contract data only in read mode (R). 



8 

The keys KV and KT respectively correspond to the keys B and A of the card 
(see example 2). 

End of example 3. 

5 

As stated above, the data of different sectors can be protected by 
different sets of keys. By dividing the card into a number of sectors protected 
by separate access keys, the card can be used for different applications 
(multi-application cards). 

10 

This is useful also if a number of transport operators use one and 
the same card as a travel pass. Each transport operator can use a specific 
set of keys specific to them to access their data (in read and in write modes), 
exclusively. Other data can be shared by the different operators. The 
15 operators can use a set of keys that they share to access this data in a non- 
exclusive way. 

Example 4: Application to public transport systems, with a number 
of operators (alternative to example 3) 

20 

The card contains private data of three transport operators, and 
data shared by these operators. Each operator accesses their private data 
exclusively. All the operators can access the shared data. As in the 
example 3, the data includes validation data and contract data. 

25 

The vending machines of an operator no. / (with / = 1 , 2 or 3) use a 
private key KV/ to access the validation data (in read and in write modes) and 
contract data (in read and in write modes) of that operator. The vending 
machines of all the operators use a shared key KVS to access the data 
30 (validation, contract) shared between the operators. The machines access 
this shared data with the same access rights. 

Similarly, the validation machines of an operator / use a private 
key KT/ to access the validation data (in read and in write modes) and 
35 contract data (in read mode only) of that operator. The validation machines of 
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all the operators use a shared key KTS to access the shared data with the 
same access rights. 

A history log of the transactions is also written in the card. The 
5 validation machines and the vending machines of all the operators can 
access the history log data in read and in write modes, by respectively using 
the keys KTS and KVS. 

End of example 4. 

10 

The vending machine and validation machine programs use files 
to access the data. A file is an ordered series of records. Each record 
includes data. A file has a determined number of records, each record having 
a determined size. 

15 

Example 5: File-mode organization of the data for example 4 

The data is contained in nine files FV/, FT/ (with / = 1, 2 or 3), FVS, 
FTS, FHS. These files have a fixed number of records. Each record has 128 
20 data bits, which corresponds to a block. Of course, the invention is not limited 
to this particular example: the size of a record can be different from the size 
of a block. 

The table below has five columns. The first column contains the 
25 name of the file. The second column contains the number of records in the 
file. The third column contains a description of the file data. The fourth 
column summarizes the access rights to this data for the validation 
machines. These access rights are associated with the keys KTS, KT1, KT2 
or KT3 which correspond to the key A of the card (see example 2). The fifth 
30 column reviews the access rights of the vending machines to this data. 
These access rights are associated with the keys KVS, KV1, KV2 or KV3 
which correspond to the key B of the card (see example 2). 
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shared validation data 
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transaction history log 


W 


W 



End of example 5. 



According to the invention, memory spaces of the card are 
5 allocated to write the records of the files. Each record is intended to be 
written in an allocated memory space. The allocation of memory spaces is 
based on determining parameters used by the programs of the machines 
implementing the write or read methods according to the invention. Thus, a 
memory space allocation is performed when programming the software used 
10 in these machines. 

A memory space allocation is performed for a selected group of 
records. This group includes a determined number of records. Each record of 
the group has a determined size. The records of this group can, for example, 
15 be records of a file. However, the invention is not limited to this example. The 
group of records can be formed by just some of the records of a given file. 
Also, the records of the group can belong to a number of different files. 

Some (even all) records of this group are intended to be updated. 
20 This update involves replacing the data of these records with new data. 

According to the invention, a number N of memory spaces to be 
allocated is determined. This number exceeds the number of records in the 
group. The excess memory spaces are allocated for writing the new data on 
25 an update. The number of excess memory spaces is at least equal to the 
maximum number of records in the group of records likely to be updated 
simultaneously in a write operation. 
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A group of memory spaces is determined in the memory medium. 
This group has N memory spaces. Each memory space has a determined 
position and a determined size. The size of the memory spaces is sufficient 
to write into them the data from the records of the group. 

5 

Reference is now made to Figures 3 and 5, which show the file 
FTS and an example of memory spaces allocated for this file. The file FTS 
has three records E1, E2, E3. A maximum of two of these records can be 
modified when updating the data of this file. A memory space is therefore 
10 allocated for each record, and two additional memory spaces for updating the 
data of this file. Consequently, a group DTS of five memory spaces AO, A1 , 
A2, A3, A4 is allocated in total for the file FTS, two excess memory spaces 
being allocated compared to the records of the file. 

15 The position of each memory space allocated is a parameter of 

the programs run by the machines implementing the write or read methods 
according to the invention. The position of each memory space is 
determined, such that each record of the file can be written in a memory 
space taken from the allocated memory spaces. The size of an allocated 

20 memory space (and the offset between two memory spaces) is at least equal 
to the size of the record that is written to it or is intended to be written to it. 

Advantageously, in order to be compatible with the security 
mechanisms implemented by the card, the memory spaces allocated for a 
25 determined file are protected by the same access keys. Advantageously, the 
same access rights are associated with the access keys that protect memory 
spaces allocated for a determined file. 

Example 6: Allocation of the card memory spaces of examples 1 
30 and 2 to write the data of example 4 

Reference is made to Figures 1 and 2. Groups of memory spaces 
DV1, DT1, DV2, DT2, DV3, DT3, DVS, DTS, DHS are allocated to write the 
records of the files FV1 , FT1, FV2, FT2, FV3, FT3, FVS, FTS, FHS. 

35 



The table below has five columns. The first column contains the 
reference to a group of allocated memory spaces. The second column 
contains the number of blocks allocated (one block = one memory space in 
this example). The third column contains the name of the file whose records 
5 are intended to be written in these memory spaces. The fourth column 
reviews the number of records in the file. The fifth column contains the 
maximum number of records that can be modified in a file update. 



Spaces 


No. of blocks 


File 


No. of records 


Update 


allocated 


allocated 








DV/' 
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FT/ 
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DT/ 
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FT/ 
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DVS 
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FVS 
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1 


DTS 


5 


FTS 


3 


2 


DHS 


7 


FHS 


6 


1 



10 Of course, memory spaces can be allocated to write the records of 

a number of files, and not just a single file. Inasmuch as one of the files is 
modified in each- update, this can reduce the excess number of memory 
spaces to be allocated. 

15 End of example 6. 

After having allocated memory spaces of the memory medium, the 
writing of the data according to the invention can be carried out. Each record 
of the file is written in a memory space taken from the allocated memory 
20 spaces. A file descriptor is then written into the memory medium. The file 
descriptor is a set of data used to determine the allocated memory space in 

* 

which each record of the file is written. 

Reference is made to Figures 3, 5, and 7 to describe an example 
25 of writing file data. The file is the shared file FTS of the preceding examples. 
There are five allocated memory spaces AO, A1, ... A4 for writing the data of 
this file. The file FTS includes three records E1, E2, E3. The data d1, d2, d3 
of these records is written in three memory spaces taken from the five 
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allocated. For example, as illustrated in Figure 5, the data d1 of the record E1 
is written in the allocated memory space A3, the data 62 of the record E2 is 
written in the allocated memory space A1 , and the data d3 of the record E3 is 
written in the allocated memory space A4. The descriptor ITS1 of the file FTS 
5 is then written. The descriptor ITS1 refers to the memory spaces A3, A1, A4, 
taken in this order. It enables the records of the file FTS to be retrieved. 

According to the invention, once the records of a file have been 
written, they can be updated such that the file data stored remains 
10 unchanged if a write operation is interrupted before the end of the update. 

Reference is made to Figures 4, 6 and 7 to describe an example 
of updating the file FTS. This update takes place after the writing step 
described in relation to Figures 3, 5 and 7. In this update step, the data 62 
15 and d3, respectively contained in the records E2 and E3, is to be replaced by 
new data, d4 and d5. 

The file descriptor ITS1 is first of all read (see Figure 7). This is 
used to deduce the memory spaces which, out of the allocated memory 

20 spaces DTS, are not referenced by the descriptor ITS1. In this example, 
these are the memory spaces AO and A2. The new data d4, d5 is written in 
memory spaces taken from the non-referenced memory spaces. In this 
example, the data d4 is written in the memory space AO and the data d5 is 
written in the memory space A2. A new descriptor ITS2 of the file is written in 

25 the memory medium. The new descriptor ITS2 refers to the memory spaces 
AO and A2 in place of the memory spaces A1 and A4 respectively. In other 
words, ITS2 references the memory spaces in which the new data d4, d5 is 
written instead of the memory spaces in which the old data d2, d3 is written. 

30 A file descriptor, such as ITS1 or ITS2, can, for example, contain a 

serial number for each allocated memory space. This serial number can, in 
this example, vary from zero to four. In the preceding examples, the 
descriptor ITS1 includes the numbers three, one and four. For its part, the 
descriptor ITS2 includes the numbers three, zero and two. Each of the 

35 numbers of a descriptor can be binary-encoded on three bits. The three 
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numbers forming the descriptor ITS1 or ITS2 can thus be binary-encoded on 
nine bits. 

This embodiment, in which the free memory spaces are not 
5 referenced, can be used to minimize the size of the file descriptor. However, 
this involves reading all of the file descriptor to deduce from it the free 
memory spaces. 

According to another embodiment (not represented), the 
10 descriptors ITS1 and/or ITS2 reference not only the memory spaces used, 
but also the free memory spaces. For example, the free memory spaces can 
be the last memory spaces referenced in the file descriptor. This embodiment 
can be used to find the free memory spaces more quickly. It can also be 
used to distribute the wear between the memory blocks, by taking care not to 
15 write new data always in the same memory spaces. 

However, this embodiment is interesting inasmuch as it does not 
impose writing the file descriptor in an additional data block. In practice, if an 
additional block has to be read, more time is lost in reading the data (access 
20 time) than in determining the memory spaces that are free (not referenced). 
Consequently, the first embodiment described will be preferred in this case. 

According to an advantageous embodiment, the records of a file, 
for which a group of memory spaces is allocated, all have the same size. 

25 This makes it possible to limit the size of the memory spaces to be allocated. 
Advantageously, the size of these records is equal to a whole number of 
memory blocks. Advantageously, the memory spaces have exactly the same 
size as the records. When all the records of the file have the same size, the 
file descriptor can be used to find the file data by swapping the data stored in 

30 the memory spaces allocated for this file. 

In order to test whether the stored data is complete, a seal can be 
used. A seal is a value that varies according to the data to be tested. This 
seal is stored on the card. The stored data is read, and the value associated 
35 with this data is calculated. This calculated value is compared to the stored 
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seal value. If these values match, the stored data is assumed to be complete. 
One conventional way of implementing a seal is to calculate a cyclic 
redundancy code (CRC). 

5 However, the use of a CRC is not satisfactory for testing the 

integrity of the data stored on a worn card (chip card or magnetic stripe card). 
Over time, some bits may retain a constant value, corresponding to the lower 
energy state (zero or one depending on the technology employed). These 
defective bits can be equally for the bits of the seal as for the data bits. 

10 Consequently, there is a possibility of a situation in which writing errors in the 
seal and the data cancel each other out, such that the errored data is 
assumed to be complete. 

According to an embodiment of the invention, a seal is determined 
15 by counting the number of zeroes stored. For example, if the data stored on 
eight bits contains the number 240 (or "11110000" in binary), the associated 
seal value is 4 (or "100" in binary). If the low energy level is zero, certain bits 
of the stored number are likely to remain at zero. The stored seal value will 
be strictly less than the number of zeroes stored. Even if bits of the seal are 
20 errored (at zero instead of one), the stored seal value will be strictly less than 
the number of zeroes stored in the data. Counting the number of zeroes 
gives the same result if the low energy level is one (the seal value remains 
strictly greater than the number of zeroes stored in the data). Consequently, 
the integrity test by the seal remains reliable, even if the seal contains 
25 errored bits. In other words, card wear cannot provoke errors that cancel 
each other out. 

Of course, the seal can be the number of zero bits with an additive 
constant added. This value can be multiplied by any strictly positive constant. 
30 As a general rule, the value of the seal is an increasing function of the 
number of zeroes contained in the data to be tested. 

The seal can be applied to the file data. According to an 
advantageous embodiment, the seal is applied to the data of the file 
35 descriptor, and not to the data of the file itself. The integrity of the descriptor 
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can thus be tested. The write operation is considered to have been 
completed correctly if the descriptor is written correctly, inasmuch as the step 
for writing the descriptor follows the step for writing the file data. 

5 When the file data is read, the integrity of the data read is checked 

with the seal. It is thus possible to test whether the last transaction (write 
operation) has been completed successfully. In case of an error (transaction 
interrupted unexpectedly, for example), the invention can be used to retrieve 
the old file data. Thus, the old data stored on the card can be preserved, 
10 even when a transaction is interrupted unexpectedly. 

The descriptor of the file corresponding to the old data (file before 
the update) can be retained in memory. For one and the same file, two 
descriptors (old and new) are therefore used. On each file update operation, 
15 the new descriptor can be written in place of the older one. 

In order to distinguish the old descriptor from the new descriptor, a 
sequence number can be stored to date-stamp the descriptors. To 
distinguish the old descriptor from the new one, all that is needed is to 
20 encode the sequence number on two bits (number between zero and three). 



The table below gives the most recent descriptor based on the 
sequence numbers associated with two descriptors A and B: 



Sequence number 


Sequence number 


Most recent descriptor 


associated with A 


associated with B 




0 


1 


B 


0 


3 


A 


1 


0 


A 


1 


2 


B 


2 


1 


A 


2 


3 


B 


3 


0 


B 


3 


2 


A 
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The combinations not shown (two sequence numbers of the same 
parity) correspond to abnormal states. 

According to a variant of the embodiment, a sequence number can 
5 be used to test the age of the card. When this number reaches a determined 
value, corresponding to a predetermined average wear state, preventive 
maintenance can be applied, consisting in replacing the old card with a new 
card. In other words, the sequence number can be used to detect the 
moment when a card needs to be replaced. 

10 

When the cards are used as travel passes, a so-called ratification 
operation can be carried out. This operation consists in writing data to the 
card, this data certifying than the transaction (update) applied by a machine 
has been completed successfully. The card is said to be ratified when a 
15 ratification has been carried out. A card can be ratified only if, following a 
transaction, the machine has been able to check that the latter has been 
completed successfully. 

According to an embodiment of the invention, a ratification is 
20 carried out by copying the new descriptor to the old descriptor. A ratified card 
has two identical descriptors. If the descriptors are different, the card has not 
been ratified. 

It is no longer necessary to write a sequence number to 
25 distinguish the new descriptor from the old descriptor. To this end, a first 
memory location can be dedicated to writing new descriptors, the other 
location containing the copy made in ratification operations. On updates, the 
new descriptor is always written to the first memory location. At the end of the 
ratification, it is copied to the other location. This other location therefore 
30 always contains the old descriptor if the ratification has not taken place. 

Reference is now made to Figures 9 to 14, which represent an 
example of updating a cyclic file. 
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Figure 9 represents the file FHS (transaction history log). This file 
has six records referenced E1 to E6. These records are written into memory 
in the group of seven memory spaces DHS. The group of memory spaces 
DHS, allocated for the file FHS, initially contains data referenced d6 to d1. A 
5 first file descriptor IHS1 includes, for example, a serial number for each 
memory space corresponding to each record. The descriptor IHS1 
represented includes the sequence 3; 1; 5; 6; 0; 4, which means that the data 
of the records E1 to E6 is respectively stored in the memory spaces A3, A1, 
A5, A5, AO and A4. 

10 

As illustrated in Figure 10, in the file FHS update operation, data 
67 is added to the record E1, the data d6 to d2 is shifted by one record, and 
the data d1 (formerly in the record E6) is deleted. 

15 To this end, the new data 67 is written in the free memory space 

A2, that is, the memory space not referenced by IHS1 (see Figure 12) in this 
exemplary embodiment. A new file descriptor IHS2 is written (see Figure 13). 
It can be seen that the new file descriptor is deduced very simply from the old 
one. The new descriptor includes the sequence 2; 3; 1; 5; 6; 0. This 

20 sequence is deduced from the old descriptor by adding the number 2 at the 
start of the sequence, by shifting the other numbers, and by deleting the last 
number from the sequence. 

Thus, the invention can be used to update the data of the cyclic 
25 file very simply. All that is required is simply to write the new data 67 and 
write the new descriptor IHS2. 

According to an advantageous embodiment, the file descriptors 
are encoded by a number representing an index in a predetermined table. 
30 This table contains all the possible arrangements of the records of the file in 
the allocated memory spaces. 

Reference is now made to Figures 15a to 15c. These figures 
represent examples of a table for encoding the descriptors ITS1 or ITS2. 

35 
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The table includes a first column ITS, which is the index of the 
arrangement. The following three columns contain the reference of the 
memory space associated with each of the three records E1, E2, E3 of the 
file FTS. The number of possible arrangements of three records in five 
5 memory spaces is sixty ( 5! / 2! = 60 ). The unique number forming the 
descriptor ITS1 or ITS2 can therefore be binary-encoded with six bits instead 
of nine previously. The descriptor ITS1, which contained the sequence 3; 1; 4 
can be replaced by the index 41. The descriptor ITS2, which contained the 
sequence 3; 0; 2, can be replaced by the index 37. 

10 

As a general rule, the number of possible arrangements is equal to 
N!/P!, in which N is the total number of memory spaces allocated and P is the 
excess number of memory spaces allocated compared to the number of 
records selected. 

15 
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